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Configure Rydoo Single Sign-On (SSO) with Azure Active Directory

This guide walks you through setting up SAML-based Single Sign-On (SSO) between Azure Active Directory
(Azure AD) and Rydoo.

In SAML terms, Azure AD is your Identity Provider (IdP) and Rydoo is the Service Provider (SP). You'll create an
enterprise application for Rydoo in Azure AD, share its metadata with Rydoo, then configure the SAML settings
we send back to you.

1. Sign in to the Azure portal using your Azure Active Directory administrator account, then browse to Active
Directory > Enterprise Applications > All Applications, and select New application.
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2. Select Create your own application. In the panel that opens, enter “Rydoo” as the app name, choose Integrate
any other application you don't find in the gallery (Non-gallery), then click Create.
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3. Open the new Rydoo application, go to Single sign-on, and select SAML.



4. Scroll to the SAML Signing Certificate section and copy the App Federation Metadata URL. Send this URL to
your Rydoo Customer Success Manager, or email connect@rydoo.com, to set up SSO on our end. We'll confirm
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once it's configured and send you the URLs you need for the next step.
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5. Once Rydoo sends you the URLs, go to Basic SAML Configuration (step 1) and enter the following:
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Identifier (Entity ID): https://accounts.rydoo.com/
Reply URL (Assertion Consumer Service URL): https://accounts.rydoo.com/saml/Acs
Sign on URL: https://accounts.rydoo.com/
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Logout Url (Optional) ()
https://accounts.rydoo.com/saml/Logout

6. Go to Attributes & Claims (step 2) and confirm the Unique User Identifier is mapped correctly:

¢ Name ID format: EmailAddress
¢ First name and last name attributes can also be added here if you'd like them included.
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Edit the user information sent in the SAML token when user sign in to Rydoo.
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View and edit all other user attributes

SAML Token Attributes

NAME VALUE NAMESPACE

givenname user.givenname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
sumame user.surname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
emailaddress user.mail http://schemas.xmlsoap.org/ws/2005/05/identity/claims
name user.userprincipalname http://schemas.xmlsoap.org/ws/2005/05/identity/claims

Add attribute

7. Assign users and groups to the application. Go to Users and groups, click Add user, select the user or group,
then click Assign. Assigned users will see a Rydoo tile in their Access Panel (and in the Office 365 app launcher, if
applicable).
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Note: You can upload a custom tile logo for the application from the Properties tab.

8. Test the connection. We can enable SSO for a small group of test users first, and once you've confirmed it's
working, roll it out to the rest of your account.



